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1.0 INTRODUCTION

The Line of Credit Control System (LOCCS) is the U.S. Department of Housing and Urban Development’s (HUD) primary grant and subsidy disbursement system that handles disbursement and cash management for a majority of HUD grant programs. An internet version of LOCCS is called eLOCCS.  eLOCCS is used by Approving Officials to certify/recertify their staff.   
eLOCCS is accessed through the HUD internet portal called Secure Systems.  Secure Systems is sometimes referred to as ‘REAC’ or ‘Online Systems’.   (See Section 3.0 below for access information).
Approving Officials (AO) represent the grantee and verify individual’s user access to eLOCCS.  An eLOCCS user is associated with an Approving Official on the HUD-27054E eLOCCS Access Authorization form.  The 27054E is the LOCCS Security Access form used to document which program area the user has access to and their authorization within those program areas such as read, update etc.  In addition, it is used to list the user’s Approving Official. 
The HUD-27054E eLOCCS Access Authorization form is also used to reinstate a user after 90 days of inactivity.  Inactivity is defined as not selecting the Line of Credit Control System (eLOCCS) link from the Secure Systems Main Menu for more than 90 calendar days.
2.0 EMAIL FOR RECERTIFICATION

Approving Officials must recertify user access to eLOCCS every 6 months.  The AO will receive an email every 6 months as a reminder to recertify, and the email will contain instructions for the recertification process.  An initial email will be sent out 45 days prior to necessary recertification date (See Figure 1-1).  Then a reminder email is sent out (See Figure 1-2).   The email schedule is based on the geographical location of the grantee.  For example, AOs in regions 1 and 2 are sent emails to recertify their users at the beginning of January and July, regions 3 and 4 in February and August, etc.  
Initial AO email:

	Dear eLOCCS Approving Official: 

It is time for the semi-annual recertification of your eLOCCS users. Please login to eLOCCS via Secure Systems to recertify your users by SEPTEMBER 15, 20?? . Failure to recertify your staff before this date will result in SUSPENSION of their eLOCCS access.

· Sign in to Secure Systems with your Secure Systems "M" ID and Password 

· Click on the eLOCCS link 

· Click on the link for Approving Official Functions 

· Click on User Certification 

· Follow the instructions on the screen 

Please advise your staff that it is a violation of security procedures to share eLOCCS User IDs with anyone. If User IDs are discovered to be shared, eLOCCS access will be terminated and future access denied for those person(s). Remember, you are responsible for ensuring that eLOCCS Security policies are enforced. 

For questions about Secure Systems or eLOCCS access, contact your local HUD Field Office. You can also search the web for "LOCCS Guidelines". 


Figure 1‑1. Initial Email To Approving Officials for Recertification
Reminder email:

	Dear eLOCCS Approving Official:

**NOTE** This email is a reminder that you have NOT recertified your staff, and failure to recertify your staff by September 15, 20?? will result in automatic suspension of their eLOCCS system access!

To recertify your staff:

  Sign in to Secure Systems with your Secure Systems "M" ID and Password 

  Click on the eLOCCS link 

  Click on the link for Approving Official Functions 

  Click on User Certification 

  Follow the instructions on the screen 

Thank you 


Figure 1‑2. Reminder Email To Approving Officials for Recertification

3.0 SIGNING ONTO ELOCCS 
1.1 What You Need Before Signing On for the First Time
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	In order to access eLOCCS Approving Official (AO) functions, the Approving Official must have a valid REAC (Secure Systems) User ID/password and appropriate Secure Systems LOCCS roles (QRY, ADM) assigned, which provides access to eLOCCS.


Accessing eLOCCS requires;

1) Registration and obtaining a user ID in Secure Systems which is the HUD Web Portal in which the eLOCCS application resides.

2) Submission of a HUD-27054E eLOCCS Access Authorization form which will control what a user can see and do once they are in eLOCCS.

3) Setting up the user access in eLOCCS.

A separate eLOCCS Registration Guide provides step by step registration instructions on all of the components.  In the Registration Guide there are step by step instructions on how to complete each registration component. See Section 5.2 for a link to the eLOCCS Guides and References.
In addition, a separate eLOCCS Access Guidelines for Grantees provides general LOCCS instructions for obtaining access and filling out the HUD-27054 LOCCS Access Authorization Form and SF1199A Direct Deposit form. Section 5.2 for a link to the eLOCCS Guides and References.
1.2 eLOCCS Access

To access Secure Systems, cut and paste URL below or click <here>  (Figure 3-1).
http://portal.hud.gov/hudportal/HUD?src=/program_offices/public_indian_housing/reac/online
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Figure 3‑1. Secure Systems Launching Page

Select <Login here> for the Secure Systems Log in page (Figure 3-2).
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Figure 3‑2. Secure Systems User Log in

Enter your Secure Systems ID/Password.

Select <Login> for the Secure Systems Main Menu (Figure 3-3).
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Figure 3‑3. Secure Systems Main Menu

A list of HUD systems you are authorized for will display on the Main Menu.  Select the <Line of Credit Control Systems (eLOCCS)> link and the next eLOCCS screen presented will depend if the user has already entered their email address and their security questions (see Figure 3-4 or Figure 3-5)
After clicking <Line of Credit Control Systems (eLOCCS)> link from the Secure System’s screen users with no email address will go to the ‘Your Profile’ screen for HUD-27054E Security to enter their email address (Figure 3-4).  Users who have no Security Questions and PIN will go to the ‘eLOCCS Security Questions’ screen to enter their security Questions (Figure 3-5).

Users who have an up to date email address and Security Questions will go to the LOCCS Authorizations page (Figure 3-6).
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Figure 3‑4. Your Profile HUD-27054E LOCCS Security Screen
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Figure 3‑5. eLOCCS Security Questions

The eLOCCS Security Questions page will display, only once, to enter security questions and a 5 digit numeric pin.  The three questions and pin will be stored and allow the user to automatically re-enable the user’s sign-on and ID if they don’t access eLOCCS for 90 days or more which results in a suspension.
Users will enter a five digit numeric PIN, and select three security questions from the list below by placing a check mark next to the question.  Once the questions are selected they will appear in the box below the PIN.  The users will enter the answers and the ‘Continue’ button will be enabled.
After clicking the ‘Continue’ button from the Security Questions screen, an informational screen will display with ‘Your Security Questions Have Been Updated’.  After clicking on the ‘Continue’ button the LOCCS Authorizations page will display (See Figure 3-6).
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Figure 3‑6. Approving Official Authorizations

LOCCS dual users will have Business Partner(s) they are authorized for listed first, and an Approving Official Functions link listed last.  Users who are just Approving Officials, will only have the Approving Official Functions link listed.

Clicking on the <Approving Official Functions> link, will display the Approving Official Menu (Figure 3-7).
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Figure 3‑7.  Approving Official Menu

The Approving Official Menu has three menu options.  Select <Your Profile> to edit your email address or security questions and PIN, as well as review security authorizations (Figure 3-8).  Select <User Portfolio> to see the users who are assigned to you for recertification and their status (Figure 3-9).
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Figure 3‑8.  Approving Official’s Your Profile Screen
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Figure 3‑9. Approving Official User Portfolio

4.0 RECERTIFICATION SCREENS
The Approving Official ‘User Portfolio’ will display the certification status, effective date and last accessed information, and HUD-27054E Authorization for each person assigned to the Approving Official.  Users, who need to be recertified now, will have a clock icon next to their certification status.  Users who do not need recertification, will have a green check next to their status along with the date their next recertification is due (See Figure 4-1).
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Figure 4-1. Approving Official User Portfolio

On the top of the page is a “Click this link” link.  Clicking <this link> will display general LOCCS Approving Official information (Figure 4-2).
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Figure 4‑2.  AO Information

From the Approving Official’s Menu, clicking the <User Certification> link will result 1 of the below responses;

1)  If user re-certifications are not due for your staff, a message will display stating this information.
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2) If you received a re-certification email, the Approving Official Certification screen will display with user(s) needing certification action (Figure 4-3).  

The Approving Official has the option of Approving, Terminating or doing nothing with each user.  A convenient ‘Approve All’ check button is above the user list to quickly mark all users as approved.  If a terminate user radio button is selected, eLOCCS will prompt an “Are you sure” box to confirm each terminated user.

After making recertification selections, select the <Submit> button.  eLOCCS will prompt for any terminate user selections and then display the User Portfolio screen which will show the results of your recertification actions (Figure 4-4).
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Figure 4‑3.  User Recertification
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Figure 4‑4. User Portfolio

5.0 QUICK REFERENCE

1.3 Changing Approving Officials

· By sending this request, if there is a problem, you will be notified.  

· If approved, the listed USERS will be TRANSFERRED to the new APPROVING OFFICIAL. 

· An EMAIL will be sent to the NEW APPROVING OFFICIAL once the transfer has been completed.

· If the TRANSFERRED USERS were pending recertification, it will be up to the new Approving Official to complete the user recertification process in eLOCCS. 
CHANGING APPROVING OFFICIALS, eLOCCS (GRANTEES ONLY)

On the LETTERHEAD of the organization, the NEW APPROVING OFFICIAL is to send to the OCFO Security Office the following:

1.  NAME and TITLE (Please note that the new approving official should be the CEO; BOARD OFFICER and/or of higher authority than the LOCCS user) of the new Approving Official.  
2.  NAME of the PREVIOUS APPROVING OFFICIAL (NAME ONLY, DO NOT LIST SSN OR USER ID)
3.  List the EXISTING USERS (NAME ONLY, DO NOT LIST SSN OR USER ID) so that we may change Approving Officials.

4.  SIGN, DATE and NOTARIZE the new APPROVING OFFICAL’S SIGNATURE. (Notary must be different from user and new Approving Official; the ONLY signatures needed are new official and notary.)

Send a copy to HUD Program officer and FAX TO:  202/708-4350 (THEN MAIL ORIGINAL). Office Telephone: 877/705-7504 BEFORE 4PM EASTERN TIME.
	SEND TO:
	U.S. DEPT. OF HOUSING AND URBAN DEVELOPMENT
451 7TH ST, SW RM 3114-LOCCS SECURITY OFFICE

WASHINGTON DC   20410




In addition, reference Access Guidelines for Grantees for detailed instructions on changing Approving Officials. See Section 5.4 Below for a link to the Access Guidelines for Grantees.  
1.4 Approving Official Reinstating Access After 90 Day Inactive Suspension

If an Approving Official does not access eLOCCS within 90 days their eLOCCS access will be suspended.  The Approving Official can answer their security questions to reinstate their access.  However, if an Approving Official does not have security questions/pin a letter must be sent to OCFO Security to reinstate their access.  Please follow the instructions below:
· By sending this request, if there is a problem with the submission, you will be notified.  

· An EMAIL will be sent once the suspension is removed to allow you to access the system.

Reestablishing Access for APPROVING OFFICIALS (eLOCCS GRANTEES ONLY)

On the LETTERHEAD of the organization, the APPROVING OFFICIAL is to send to the OCFO Security Office:

1.  Subject: Requesting Approving Official Access Following 90 Day Inactivity Suspension
2.  Name and TITLE

3.  SECURE SYSTEMS User ID

(M-id)

4.  TELEPHONE No



(daytime)
5.  EMAIL Address



(Personal)

6.  SIGN and DATE
7.  NOTARIZE the APPROVING OFFICAL’S SIGNATURE. 

(Notary must be different from the Approving Official; the ONLY signatures needed are the Approving Official and notary.)

Send a copy to HUD Program officer and FAX TO:  202/708-4350 (THEN MAIL ORIGINAL)

SEND TO:
U.S. DEPT. OF HOUSING AND URBAN DEVELOPMENT


451 7TH ST, SW RM 3114-LOCCS SECURITY OFFICE



WASHINGTON DC   20410

Office Telephone: 877/705-7504 BEFORE 4PM EASTERN TIME
1.5 Frequently Asked Approving Official Questions
· My Secure Systems ID is not working.  

To prevent your Secure Systems ID from being deactivated, you must log in to Secure Systems every 90 days.  Contact the REAC Technical Assistance at 1 (888) 245-4860 on status.
· I can’t get into eLOCCS. It says I’m suspended.  

To prevent your eLOCCS access from being deactivated, you must log in to eLOCCS every 90
· Can I add users during the recertification process?
No, this process can only be used to perform recertification actions which will allow you to approve existing users for continued access in the eLOCCS system or terminate an existing user from the eLOCCS system. If you need to add a new user please refer to the instructions found here: http://portal.hud.gov/hudportal/HUD?src=/program_offices/cfo/loccs_guidelines
· I have not received my Approving Official email to recertify users.   

Check that your eLOCCS email address is correct.  In eLOCCS proceed to the ‘Approving Official Menu’ page.  The ‘Approving Official Menu’ page has three menu options.  Select <Your Profile> to edit your email address.  See Figure 3.6, 3.7, and 3.8 above.
· How do I terminate an existing eLOCCS user?
At the time of recertification, which occurs on 6 month cycles, you have the option of not recertifying the user in eLOCCS.  Also, termination of user can be processed through the eLOCCS Access Authorization form (27054E).  The approving official must complete the HUD-27054E eLOCCS Access Authorization Form. Under type of function (Block 1), check item 3 (terminate user) and complete the form.  The form does not need to be notarized and does not require the signature of the employee being terminated. The form should be faxed to the appropriate HUD Program Office and the Program Officer will fax the form to OCFO Security.

Link to the HUD – 27054E

https://www.hud.gov/sites/dfiles/OCHCO/documents/27054e.pdf

· Can I become an Approving Official for more than one organization?  

Contact the OCFO Security Office at (877) 705-7504.  
· Can I become an Approving Official and be a user in eLOCCS.  

Yes, The HUD-27054E eLOCCS Access Authorization form needs to be completed to reflect each user type.  

1.6 LOCCS URL Quick References

	LOCCS URL Quick References

	1) LOCCS Registration Guide

	
	This guide provides eLOCCS registration components and step by step instructions.

	 
	https://www.hud.gov/sites/dfiles/CFO/documents/eLOCCS%20Registration%20Guide%20February%202018.doc

Cut and paste URL or click  <here>

	2) eLOCCS Getting Started Guide

	
	This guide provides eLOCCS web page examples, familiarizing the user with how navigation works in eLOCCS and how to view, manage and drawdown HUD grant funds.

	 
	https://www.hud.gov/sites/dfiles/CFO/documents/eLOCCS%20Getting%20Started%20Guide%20February%202018.doc

Cut and paste URL or click  <here>

	3) HUD-27054E LOCCS Access Authorization form 

	
	Use this form to request specific LOCCS Organization and HUD Program Area access.  The LOCCS Access Guidelines for Grantees (#1 above) has instructions on filling out this form.

	 
	https://www.hud.gov/sites/dfiles/OCHCO/documents/27054e.pdf

Cut and paste URL or click  <here>

	4) Secure Systems  (this is how you access eLOCCS)

	
	Secure Systems is a HUD Web Portal which has access to many HUD systems, of which eLOCCS is one of them.

	 
	http://portal.hud.gov/hudportal/HUD?src=/program_offices/public_indian_housing/reac/online

Cut and paste URL or click <here>

	5) LOCCS Access Guidelines for Grantees

	
	These are general LOCCS instructions for filling out the HUD-27054 LOCCS Access Authorization Form.

	
	https://www.hud.gov/program_offices/cfo/loccs_guidelines
Cut and paste URL or click <here>
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